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BACKGROUND OF THE INVENTION 

Field of the Invention 

The present invention relates generally to computer systems. 
More particularly, the present invention relates to compilers. 

Description of the Background Art 

One conventional solution for providing fault tolerance in digital 
processing by central processing units (CPUs) involves a computer system with 
multiple CPUs. For example, the multiple CPUs may be operated in full lock- 
step to achieve a level of fault-tolerance in their computations. Such a solution is 
expensive in that it disadvantageously requires additional system hardware and 
support infrastructure. 

Another conventional solution for providing fault tolerance in digital 
processing by central processing units (CPUs) involves the use of software 
verification. The software verification may be performed either by executing the 
program multiple times on the same computer or on different computers. 
However, this solution is expensive in that it disadvantageously requires a longer 
run-time or requires multiple computers. 

The above-discussed conventional solutions are expensive in 
terms of cost and/or system performance. Hence, improvements in systems and 
methods for providing fault tolerant digital processing by CPUs are highly 
desirable. 
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SUMMARY 

One embodiment of the invention pertains to a method of compiling 
a program to be executed on a target microprocessor with multiple functional 
5 units of a same type. The method includes opportunistically scheduling a 
redundant operation on one of the functional units that would otherwise be idle 
during a cycle. 

In accordance with another embodiment, the method of compiling 
includes identifying a cycle during which an operation is available for a first 
10 functional unit and no operation is available for a second functional unit of the 
same type. The operation is scheduled for execution by both the first and 
second functional units during the cycle, and a subsequent operation is 
scheduled to compare the results obtained by the first and second functional 
units 

15 Another embodiment of the invention relates to a program compiler 

for a target microprocessor with multiple equivalent functional units. The 
compiler includes a code generator with a scheduler. The scheduler 
opportunistically schedules a redundant operation on one of the functional units 
that would otherwise be idle during a cycle. 

20 Another embodiment of the invention relates to a computer- 

readable program product for execution on a target microprocessor with multiple 
functional units of a same type. The executable code of the program product 
includes a redundant operation scheduled for one of the functional units that 
would otherwise be idle during a cycle and also includes a subsequently 

25 scheduled comparison of results from the redundant operation for fault checking 
purposes. 



BRIEF DESCRIPTION OF THE DRAWINGS 

30 FIG. 1 illustrates a portion of a computer, including a CPU and 

conventional memory in which the presentation may be embodied. 

FIG. 2 illustrates example software elements of the illustrative 
computer system of FIG. 1 . 
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FIG. 3a is a block diagram illustrating components of a compiler in 

one example. 

FIG. 3b is a block diagram illustrating components of a code 
generator in one example. 
5 FIG. 4 is a flow chart depicting steps relating to scheduling 

instructions by a compiler in accordance with an embodiment of the invention. 

FIG. 5 is a block diagram illustrating select components of a 
microprocessor with multiple arithmetic logic units in one example. 

FIG. 6 is a block diagram illustrating select components of a 
w microprocessor with multiple floating point units in one example. 

DETAILED DESCRIPTION 

As discussed above, prior systems and methods for fault-tolerant 

15 digital processing by CPUs have various disadvantages. The present invention 
relates to systems and methods for improving the reliability of computations 
performed by a CPU. 

As more and more transistors are put on integrated circuits with 
smaller and smaller feature sizes and lower voltage levels, the need for on-chip 

20 fault tolerance features is increased. Typically, error correction coding may be 
used to detect and correct errors. Unfortunately, it is difficult to fully apply error 
correction coding for CPU execution units such as arithmetic logic units (ALUs) 
and floating point units (FPUs). 

The environment in which the present invention is used 

25 encompasses the general distributed computing system, wherein general- 
purpose computers, workstations, or personal computers are connected via 
communication links of various types, in a client-server arrangement, wherein 
programs and data, many in the form of objects, are made available by various 
members of the system for execution and access by other members of the 

30 system. Some of the elements of a general-purpose computer are shown in FIG. 

1, wherein a computing system 1 is shown, having an Input/output ("I/O") section 

2, a microprocessor or central processing unit ("CPU") 3, and a memory section 
4. The I/O section 2 is connected to a keyboard and/or other input devices 5, a 
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display unit and/or other output devices 6, one or more fixed storage units 9 
and/or removable storage units 7. The removable storage unit 7 can read a data 
storage medium 8 which typically. contains programs 10 and other data. 

FIG. 2 illustrates example software elements of the illustrative 
5 computer system of FIG. 1 . Shown are application programs 26. Such 
applications 26 may be compiled using a compiler 34 incorporated with the 
teachings of the present invention. The compiled application programs 26 
access the runtime libraries 34 for services during execution, which in turn 
access the operating system 32 for system services. The compiler 34 also 

w accesses the operating system 32 for system services during compilation of 
application programs 26. 

A compiler 34 incorporating the teachings of the present invention 
may comprise either a native compiler running on the target microprocessor 
system, or a cross compiler running on a different microprocessor system. In 

15 accordance with an embodiment of the invention, the target microprocessor for 
the compiler has multiple functional units of the same type. For example, the 
microprocessor may comprise one with a superscalar architecture. 

Referring now to FIGS. 3a and 3b, these block diagrams illustrate 
one embodiment of a compiler. As illustrated in FIG. 3a, in this embodiment, the 

20 compiler 34 comprises a parser 38, an intermediate representation builder 40, 
and a code generator 42 incorporated with the teachings of the present 
invention. The parser 38 receives the source code of a program to be compiled 
as inputs. In response, it parses the source language statements and outputs 
tokenized statements. The intermediate representation builder 40 receives the 

25 tokenized statements as inputs. In response, it constructs intermediate 

representations for the tokenized statements. The code generator 42 receives 
the intermediate representations as inputs. In response, it generates object code 
for the program. The compiler 34 may be configured differently in accordance 
with other embodiments. 

30 As illustrated in FIG. 3b, in this embodiment, the code generator 42 

is configured to include a translator 44, an optimizer 46, a register allocator 48, a 
loop unroller 50, a scheduler 52, and an assembly code generator 54. The 
translator 44 receives the intermediate representations as inputs. In response, 
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the translator 44 builds the loop table, orders instruction blocks, constructs data 
flow graphs etc. The optimizer 46 receives the intermediate representations and 
associated information as inputs, including the loop table and the data flow 
graph. In response, it performs various optimizations. The register allocator 48 
5 receives the optimized intermediate representations and associated information 
as inputs. In response, it allocates registers of the target microprocessor to the 
instructions being generated. The loop unroller 50 receives the optimized 
intermediate representations with allocated registers and associated information 
as inputs. In response, it restructures the instructions being generated, unrolling 

10 loops in the instructions being generated for an optimal amount of time 
consistent with the resources available in the target microprocessor. The 
scheduler 52 receives the restructured intermediate representations and 
associated information as inputs. In response, it further restructures the 
instructions to be generated for parallelism. Lastly, the assembly code generator 

15 54 receives the optimized, register allocated, and restructured intermediate 
representations and associated information as inputs. In response, it generates 
the object code for the program being compiled. The code generator 42 may be 
configured differently in accordance with other embodiments. 

While for ease of understanding, the code generator 42 is being 

20 described with the above described embodiment which allocates registers before 
unrolling the loops in the instructions being generated and scheduling 
instructions for parallelism, based on the descriptions to follow, it will be 
appreciated that the present invention may be practiced with other register 
allocation, loop unrolling and scheduling approaches having different register 

25 allocation, loop unrolling and scheduling order. 

FIG. 4 is a flow chart depicting steps relating to scheduling 
instructions by a compiler in accordance with an embodiment of the invention. 
The method of FIG. 4 may be utilized in a microprocessor or central processing 
unit (CPU) with multiple functional units of the same type. For example, the CPU 

30 may have multiple arithmetic logic units (ALUs) or multiple floating point units 
(FPUs). 

Conventionally, it is a function of the compiler scheduler to keep all 
of these units as busy as possible. Nevertheless, there will be cycles when a 
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unit will be idle or perform a no-op (no operation). In accordance with an 
embodiment of the invention, per the method 60 of FIG. 4, identification 62 is 
made of such a cycle in which a functional unit would be idle. Instead of letting 
the unit be idle, the compiler schedules 64 a redundant operation into that idle 
5 unit to provide opportunistic fault checking of the function. A comparison of the 
results from the execution of the operation on the more than one functional unit 
would be scheduled 66 for fault checking purposes. If the results of the 
comparison 66 are different, then an error has occurred and may be flagged by 
the CPU. 

w For example, consider a CPU with two floating point units, FP_A 

and FP_B. Most of the time, both units may be scheduled to operate on 
independent data. However, the compiler may be able to schedule an operation 
for FP_A for a given cycle, but there may not be another operation available for 
scheduling on FP_B for that cycle. In accordance with an embodiment of the 

15 invention, the compiler would identify 62 this opportunity and schedule 64 the 
same operation for both FP_A and FPJJ. In addition, the compiler would 
schedule 66 a compare operation on the results. While this example cites 
floating point units, the principle is applicable to any processor resource of which 
there are multiple copies that are scheduled by the compiler. 

20 The comparison operation may have some impact on performance. 

To ameliorate this, in accordance with one embodiment, the compiler may be 
configured to have user selectable levels of aggressiveness with respect to how 
often to utilize idle cycles for this purpose. On one end, the compiler may be set 
to be very aggressive and always utilize idle cycles for this fault checking. On 

25 the other end, the compiler may be set so that none of the idle cycles are used 
for fault checking such that performance is not impacted. 

In addition, once an error is flagged, there are a variety of ways to 
deal with the error depending on the level of fault tolerance and performance 
desired. In accordance with one embodiment, since it is not yet known which 

30 functional unit had the error, a possible action would be to halt the CPU and flag 
the user about the problem. In that embodiment, further diagnostics may be run 
offline. In other embodiments, more sophisticated algorithms may be utilized. 
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FIG. 5 is a block diagram illustrating select components of a 
microprocessor with multiple arithmetic logic units in one example. An actual 
microprocessor will, of course, have numerous other components that are not 
illustrated. The components illustrated for explanatory purposes include an 
5 instruction fetch unit 72, an instruction cache memory 74, instruction 

decode/issue circuitry 76, multiple arithmetic logic units (ALUs) 78, and registers 
80. The configuration of these components in FIG. 5 is just one example 
configuration. While the configuration illustrated has two ALUs 78, embodiments 
of the invention may also be implemented on microprocessors with more than 
10 two ALUs. 

The instruction cache 74 stores instructions that are frequently 
being executed. Similarly, a data cache (not illustrated) may store data that is 
frequently being accessed to execute the instructions. In some implementations, 
the instruction and data caches may be combined into one memory. There is 

15 also typically access (not illustrated) to dynamic random access memory 
(DRAM), disk drives, and other forms of mass storage. 

Addresses of instructions and memory may be generated by 
circuitry in the instruction fetch unit 72. For example, the fetch unit 72 may be 
configured to include a program counter that increments from a starting address 

20 within the instruction cache 74 serially through successive addresses in order to 
serially read out successive instructions stored at those addresses. The 
instruction decode/issue circuitry 76 receives instructions from the cache 74, and 
decodes and/or issues them to the ALUs 78 for execution. For example, two 
separate instructions may be decoded and issued, one to each of two ALUs 78A 

25 and 78B, for execution in a particular cycle. The ALUs 78 may be configured to 
output the results of the execution to specific registers 80 in the microprocessor. 
Other circuitry, such as that to supply operands for the instruction execution, is 
not illustrated. 

In accordance with an embodiment of the invention, the circuitry of 
30 FIG. 5 may be utilized to take advantage of opportunities presented, for 

example, of a cycle when only one instruction needs to be executed by the two 
ALUs 78A and 78B. In that situation, the compiler may identify 62 this 
opportunity, schedule 64 that instruction to be executed redundantly on both 
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ALUs 78, and schedule 66 a subsequent comparison of results therefrom stored 
in the registers 80 for fault checking purposes. 

FIG. 6 is a block diagram illustrating select components of a 
microprocessor with multiple floating point units in one example. An actual 

5 microprocessor will, of course, have numerous other components that are not 
illustrated. The components illustrated for explanatory purposes include an 
instruction fetch unit 72, an instruction cache memory 74, instruction 
decode/issue circuitry 76, multiple floating point units (FPUs) 92, and a floating 
point register file 94. The configuration of these components in FIG. 6 is just one 

10 example configuration. While the configuration illustrated has two FPUs 78, 
embodiments of the invention may also be implemented on microprocessors with 
more than two FPUs. 

The fetch unit 72, instruction cache 74, and the decode/issue unit 
76 has the same or similar functionality as described above in relation to FIG. 5. 

15 In this instance, the instruction decode/issue circuitry 76 receives floating point 
type instructions from the cache 74, and decodes and/or issues them to the 
FPUs 92 for execution. For example, two separate floating point instructions 
may be decoded and issued, one to each of two FPUs 92A and 92B, for 
execution in a particular cycle. The FPUs 92 may be configured to output the 

20 results of the execution to specific floating point registers 94 in the 

microprocessor. Other circuitry, such as that to supply operands for the floating 
point operation execution, is not illustrated. 

In accordance with an embodiment of the invention, the circuitry of 
FIG. 6 may be utilized to take advantage of opportunities presented, for 

25 example, of a cycle when only one floating point instruction needs to be 
executed by the two FPUs 92A and 92B. In that situation, the compiler may 
identify 62 this opportunity, schedule 64 that instruction to be executed 
redundantly on both FPUs 92, and schedule 66 a subsequent comparison of 
results therefrom stored in the registers 94 for fault checking purposes. 

30 While FIGS. 5 and 6 describe microprocessor circuitry with multiple 

ALUs and FPUs, embodiments of the present invention may be utilize other 
types of functional units as well. These functional units may also comprise 
resources that may be scheduled by a compiler to take opportunistic advantage 
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of idle cycles to perform fault checking. In addition, the multiple functional units 
of the same type need not necessarily be identically configured, but they should 
be configured to each be able to execute at least one same instruction for the 
above-described fault checking purpose. 

5 Furthermore, while the above examples discuss configurations with 

two functional units of the same type, other embodiments of the invention may 
utilize a target microprocessor with three or more functional units of the same 
type. For example, if there are four functional units of the same type, and there 
are only three instructions to be issued to these four units during a cycle, then 

10 the otherwise idle unit may be opportunistically scheduled to execute one of the 
three instructions for fault checking purposes. Similarly, if there are only two 
instructions to be issued to the four units during a cycle, then each of the two 
instructions may be opportunistically scheduled for issuance to two of the units 
for fault checking purposes. 

15 An embodiment of the invention exploits the fact that latent CPU 

defects tend to be predictable in advance, as execution units tend to "weaken" 
over time. Advantageously, a level of fault tolerance for the CPU is achieved 
with little performance impact because idle or no-op cycles are utilized through 
intelligent compiler scheduling to conduct the functional testing. 

20 An embodiment of the invention achieves a level of fault tolerance 

for a CPU without requiring extra hardware circuitry be designed into the CPU. 
Instead, the fault tolerance is provided by software modification to the compiler. 

A compiler providing fault checking in accordance with an 
embodiment of the invention is not limited to a particular CPU architecture. A 

25 compiler for any appropriate CPU may be so modified, provided that the CPU 
has multiple functional units of the same type that may be scheduled in 
accordance with an embodiment of the invention. 

An embodiment of the present invention makes fault tolerant 
features available on lower-end systems. Previously, such fault tolerant features 

30 may have been unavailable on such lower-end systems due to their cost- 
sensitive nature. 

In the above description, numerous specific details are given to 
provide a thorough understanding of embodiments of the invention. However, 
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the above description of illustrated embodiments of the invention is not intended 
to be exhaustive or to limit the invention to the precise forms disclosed. One 
skilled in the relevant art will recognize that the invention can be practiced 
without one or more of the specific details, or with other methods, components, 
etc. In other instances, well-known structures or operations are not shown or 
described in detail to avoid obscuring aspects of the invention. While specific 
embodiments of, and examples for, the invention are described herein for 
illustrative purposes, various equivalent modifications are possible within the 
scope of the invention, as those skilled in the relevant art will recognize. 

These modifications can be made to the invention in light of the 
above detailed description. The terms used in the following claims should not be 
construed to limit the invention to the specific embodiments disclosed in the 
specification and the claims. Rather, the scope of the invention is to be 
determined by the following claims, which are to be construed in accordance 
with established doctrines of claim interpretation. 
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